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QUESTION 654
Hotspot Question
You have an Azure Storage account named storage1 that uses Azure Blob storage and Azure File storage.
You need to use AzCopy to copy data to the blob storage and file storage in storage1.
Which authentication method should you use for each type of storage? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
  
Answer: 
  
Explanation:
https://learn.microsoft.com/en-us/azure/storage/common/storage-use-azcopy-v10#authorize-azcopy



QUESTION 655
Hotspot Question
You have an Azure AD tenant that contains a user named External User.
External User authenticates to the tenant by using [email protected].
You need to ensure that External User authenticates to the tenant by using [email protected].
Which two settings should you configure from the Overview blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct answer is worth one point.
  
Answer: 
  
Explanation:
If the user wants to sign in using a different email:
– Select the Edit properties icon.
– Scroll to Email and type the new email.
– Next to Other emails, select Add email. Select Add, type the new email, and select Save.
– Select the Save button at the bottom of the page to save all changes
On the Overview tab, under My Feed, select the “Reset redemption” status link in the B2B collaboration tile.
https://learn.microsoft.com/en-us/azure/active-directory/external-identities/reset-redemption-status#use-the-microsoft-entra-admin-center-to-reset-redemption-status

QUESTION 656
You have an Azure subscription that contains the resources shown in the following table.
  
You need to assign Workspace1 a role to allow read, write, and delete operations for the data stored in the containers of storage1.
Which role should you assign?

A.    Storage Account Contributor
B.    Contributor
C.    Storage Blob Data Contributor
D.    Reader and Data Access

Answer: C
Explanation:
Storage Blob Data Contributor Read, write, and delete Azure Storage containers and blobs.
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#storage-blob-data-contributor

QUESTION 657
You have an Azure subscription named Subscription1 that contains virtual network named VNet1. VNet1 is in a resource group named RG1.
A user named User1 has the following roles for Subscription1:
– Reader
– Security Admin
– Security Reader
You need to ensure that User1 can assign the Reader role for VNet1 to other users.
What should you do?

A.    Remove User1 from the Security Reader and Reader roles for Subscription1. Assign User1 the Contributor role for Subscription1.
B.    Assign User1 the Contributor role for VNet1.
C.    Assign User1 the Owner role for VNet1.
D.    Assign User1 the Network Contributor role for RG1.

Answer: C
Explanation:
Has full access to all resources including the right to delegate access to others.
Note:
There are several versions of this QUESTION 6in the exam. The QUESTION 6has two possible correct answers:
– Assign User1 the User Access Administrator role for VNet1.
– Assign User1 the Owner role for VNet1.
Other incorrect answer options you may see on the exam include the following:
– Assign User1 the Contributor role for VNet1.
– Remove User1 from the Security Reader and Reader roles for Subscription1. Assign User1 the Contributor role for Subscription1.
– Remove User1 from the Security Reader role for Subscription1. Assign User1 the Contributor role for RG1.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/overview

QUESTION 658
You have an Azure AD tenant that contains the groups shown in the following table.
  
You purchase Azure Active Directory Premium P2 licenses.
To which groups can you assign a license?

A.    Group1 only
B.    Group1 and Group3 only
C.    Group3 and Group4 only
D.    Group1, Group2, and Group3 only
E.    Group1, Group2, Group3, and Group4

Answer: B
Explanation:
The feature can only be used with security groups, and Microsoft 365 groups that have securityEnabled=TRUE.
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced#limitations-and-known-issues

QUESTION 659
Hotspot Question
You have an Azure AD tenant.
You need to create a Microsoft 365 group that contains only members of a marketing department in France.
How should you complete the dynamic membership rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct answer is worth one point.
  
Answer: 
  
Explanation:
(user.department –eq “Marketing”) –and (user.country –eq “France”)
parentheses could be used to determine order
https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#operator-precedence

QUESTION 660
Hotspot Question
You have an Azure AD tenant.
You need to modify the Default user role permissions settings for the tenant. The solution must meet the following requirements:
– Standard users must be prevented from creating new service principals.
– Standard users must only be able to use PowerShell or Microsoft Graph to manage their own Azure resources.
Which two settings should you modify? To answer, select the appropriate settings in the answer area.
NOTE: Each correct answer is worth one point.
  
Answer: 
  
Explanation:
Register applications:
Setting this option to No prevents users from creating application registrations.
Restrict access to Azure AD administration portal:
What does this switch do?
No: lets non-administrators browse the Azure AD administration portal.
Yes: Restricts non-administrators from browsing the Azure AD administration portal. Non-administrators who are owners of groups or applications are unable to use the Azure portal to manage their owned resources.
What does it not do?
It doesn’t restrict access to Azure AD data using PowerShell, Microsoft GraphAPI, or other clients such as Visual Studio.
It doesn’t restrict access as long as a user is assigned a custom role (or any role).
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/users-default-permissions

QUESTION 662
Note: This QUESTION 6is part of a series of questions that present the same scenario. Each QUESTION 6in the series contains a unique solution that might meet the stated goals. Some QUESTION 6sets might have more than one correct solution, while others might not have a correct solution.
After you answer a QUESTION 6in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You have a CSV file that contains the names and email addresses of 500 external users.
You need to create a guest user account in contoso.com for each of the 500 external users.
Solution: You create a PowerShell script that runs the New-MgUser cmdlet for each user.
Does this meet the goal?

A.    Yes
B.    No

Answer: B
Explanation:
‘New-MgInvitation’ is the command to add external users to the organization.
https://learn.microsoft.com/en-us/powershell/module/microsoft.graph.identity.signins/new-mginvitation?view=graph-powershell-1.0

QUESTION 663
Hotspot Question
You purchase a new Azure subscription.
You create an Azure Resource Manager (ARM) template named deploy.json as shown in the following exhibit.
  

You connect to the subscription and run the following command.
New-AzDeployment –Location westus –TemplateFile “deploy.json”
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
  
Answer: 
  
Explanation:
Box 1: No
Because it creates 4 Resource Groups and not 3 Resource Groups (RGS0, RGS1, RGroup4 and ResGrp8);
1.1: The Resource Group named with “[concat(‘RGS’, copyIndex())]”, creates RGS0 and RGS1;
1.2: The Resource Group named with “[concat(‘ResGrp’, ‘8’)]”, creates ResGrp8;
1.3: The Resource Group named with “[concat(‘RGroup’, length(parameters(‘obj1’)))]”, creates RGroup4 (As we can see, obj1 parameter has a length of 4 ‘propA’, ‘propB’, ‘propC’ and ‘propD’);
Box 2: No
Because it doesn’t create a resourcer group named RGroup5;
Box 3: Yes
Because all resource groups were created in the East US Azure Region.

QUESTION 664
Hotspot Question
You have an Azure subscription.
You plan to create a role definition to meet the following requirements:
– Users must be able to view the configuration data of a storage account.
– Users must be able to perform all actions on a virtual network.
– The solution must use the principle of least privilege.
What should you include in the role definition for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
  
Answer: 
  

QUESTION 665
Hotspot Question
You have an Azure subscription that contains a virtual machine named VM1.
To VM1, you plan to add a 1-TB data disk that meets the following requirements:
– Provides data resiliency in the event of a datacenter outage.
– Provides the lowest latency and the highest performance.
– Ensures that no data loss occurs if a host fails.
You need to recommend which type of storage and host caching to configure for the new data disk.
  
Answer: 
  
Explanation:
Rationale ZRS replicates to different locations
Host caching: Write cache stores information in memory, no host, no memory, no data
Redundancy options for Azure managed disks – Azure Virtual Machines | Microsoft Learn
Enable and configure Azure VM disk cache with the Azure portal – Training | Microsoft Learn

QUESTION 666
You have an Azure virtual machine named VM1 and an Azure key vault named Vault1.
On VM1, you plan to configure Azure Disk Encryption to use a key encryption key (KEK).
You need to prepare Vault1 for Azure Disk Encryption.
Which two actions should you perform on Vault1? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A.    Select Azure Virtual machines for deployment.
B.    Create a new key.
C.    Create a new secret.
D.    Configure a key rotation policy.
E.    Select Azure Disk Encryption for volume encryption.

Answer: BE
Explanation:
To prepare Vault1 for Azure Disk Encryption with a key encryption key (KEK):
1. **You need to have a key in the Key Vault.** This will be the KEK. Azure Disk Encryption uses BitLocker for Windows VMs, which requires a key for encrypting the data disk. If you’re using a KEK, the BEK (BitLocker Encryption Key) will be wrapped by this KEK.
So, you should:
B. Create a new key.
2. **The key vault itself should be configured for Azure Disk Encryption.** This ensures the vault is set up to work with Azure VMs and their disks.
Therefore:
E. Select Azure Disk Encryption for volume encryption.

QUESTION 667
You have an Azure subscription that contains a virtual machine named VM1 and an Azure key vault named KV1.
You need to configure encryption for VM1. The solution must meet the following requirements:
– Store and use the encryption key in KV1.
– Maintain encryption if VM1 is downloaded from Azure.
– Encrypt both the operating system disk and the data disks.
Which encryption method should you use?

A.    customer-managed keys
B.    Confidential disk encryption
C.    Azure Disk Encryption
D.    encryption at host

Answer: C
Explanation:
“You can protect your managed disks by using Azure Disk Encryption for Linux VMs, which uses DM-Crypt, or Azure Disk Encryption for Windows VMs, which uses Windows BitLocker, to protect both operating system disks and data disks with full volume encryption.
Encryption keys and secrets are safeguarded in your Azure Key Vault subscription. By using the Azure Backup service, you can back up and restore encrypted virtual machines (VMs) that use Key Encryption Key (KEK) configuration.”
https://learn.microsoft.com/en-us/azure/security/fundamentals/encryption-overview

QUESTION 668
Hotspot Question
You have an Azure subscription that contains a storage account named storage1.
You need to configure a shared access signature (SAS) to ensure that users can only download blobs securely by name.
Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct answer is worth one point.
  
Answer: 
  

QUESTION 669
You have an Azure subscription that contains a storage account named storage1. The storage1 account contains a container named container1.
You need to configure access to container1. The solution must meet the following requirements:
– Only allow read access.
– Allow both HTTP and HTTPS protocols.
– Apply access permissions to all the content in the container.
What should you use?

A.    an access policy
B.    a shared access signature (SAS)
C.    Azure Content Delivery Network (CDN)
D.    access keys

Answer: B
Explanation:
To configure read access to container1 in your Azure Storage account while allowing both HTTP and HTTPS protocols and applying access permissions to all content in the container, you should use a Shared Access Signature (SAS) token with the appropriate settings.

QUESTION 670
You need to create an Azure Storage account named storage1. The solution must meet the following requirements:
– Support Azure Data Lake Storage.
– Minimize costs for infrequently accessed data.
– Automatically replicate data to a secondary Azure region.
Which three options should you configure for storage1? Each correct answer presents part of the solution.
NOTE: Each correct answer is worth one point.

A.    zone-redundant storage (ZRS)
B.    the Cool access tire
C.    geo-redundant storage (GRS)
D.    the Hot access tier
E.    hierarchical namespace

Answer: BCE

QUESTION 672
You plan to create the Azure web apps shown in the following table.
  
What is the minimum number of App Service plans you should create for the web apps?

A.    1
B.    2
C.    3
D.    4

Answer: B
Explanation:
Since Python on Windows is no longer supported, we have to use Linux platform.
ASP.NET is only supported on Windows platform. So we need at least 2 App Service plan.

QUESTION 674
You have an Azure App Service app named App1 that contains two running instances.
You have an autoscale rule configured as shown in the following exhibit.
  
For the Instance limits scale condition setting, you set Maximum to 5.
During a 30-minute period, App1 uses 80 percent of the available memory.
What is the maximum number of instances for App1 during the 30-minute period?

A.    2
B.    3
C.    4
D.    5

Answer: B
Explanation:
2 instances then after 15min : 3 instances. After 5min cooldown start counting.
So correct answer : 3 instances

QUESTION 675
Hotspot Question
You have an Azure subscription that contains the container images shown in the following table.
  
You plan to use the following services:
– Azure Container Instances
– Azure Container Apps
– Azure App Service
In which services can you run the images? To answer, select the options in the answer area.
NOTE: Each correct answer is worth one point.
  
Answer: 
  
Explanation:
– Azure Container Instances can schedule both Windows and Linux containers with the same API. You can specify your OS type preference when you create your container groups.
Some features are currently restricted to Linux containers. 
https://learn.microsoft.com/en-us/azure/container-instances/container-instances-overview
– Azure Container Apps supports: Any Linux-based x86-64 (linux/amd64) container image with no required base image Containers from any public or private container registry Sidecar and init containers. 
https://learn.microsoft.com/en-us/azure/container-apps/containers
– Azure App Service is an HTTP-based service for hosting web applications, REST APIs, and mobile back ends. You can develop in your favorite language, be it .NET, .NET Core, Java, Node.js, PHP, and Python. Applications run and scale with ease on both Windows and Linux-based environments.
https://learn.microsoft.com/en-us/azure/app-service/overview

QUESTION 676
You have an Azure AD tenant named contoso.com.
You have an Azure subscription that contains an Azure App Service web app named App1 and an Azure key vault named KV1. KV1 contains a wildcard certificate for contoso.com.
You have a user named [email protected] that is assigned the Owner role for App1 and KV1.
You need to configure App1 to use the wildcard certificate of KV1.
What should you do first?

A.    Create an access policy for KV1 and assign the Microsoft Azure App Service principal to the policy.
B.    Assign a managed user identity to App1.
C.    Configure KV1 to use the role-based access control (RBAC) authorization system.
D.    Create an access policy for KV1 and assign the policy to User1.

Answer: B
Explanation:
https://learn.microsoft.com/en-us/azure/key-vault/general/tutorial-net-create-vault-azure-web-app

QUESTION 677
You have an Azure subscription.
You plan to deploy the resources shown in the following table.
  
You need to create a single Azure Resource Manager (ARM) template that will be used to deploy the resources.
Which resource should be added to the dependsOn section for VM1?

A.    VNET1
B.    NIC1
C.    IP1
D.    NSG1

Answer: B

QUESTION 678
Hotspot Question
You have an Azure subscription that contains the virtual networks shown in the following table.
  
The subnets have the IP address spaces shown in the following table.
  
You plan to create a container app named contapp1 in the East US Azure region.
You need to create a container app environment named con-env1 that meets the following requirements:
– Uses its own virtual network.
– Uses its own subnet.
– Is connected to the smallest possible subnet.
To which virtual networks can you connect con-env1, and which subnet mask should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
  
Answer: 
  

QUESTION 679
You have an Azure subscription that contains the virtual networks shown in the following table.
  
All the virtual networks are peered. Each virtual network contains nine virtual machines.
You need to configure secure RDP connections to the virtual machines by using Azure Bastion.
What is the minimum number of Bastion hosts required?

A.    1
B.    3
C.    9
D.    10

Answer: A
Explanation:
Azure Bastion and VNet peering can be used together. When VNet peering is configured, you don’t have to deploy Azure Bastion in each peered VNet. This means if you have an Azure Bastion host configured in one virtual network (VNet), it can be used to connect to VMs deployed in a peered VNet without deploying an additional bastion host. For more information about VNet peering, see About virtual network peering.
Azure Bastion works with the following types of peering:
– Virtual network peering: Connect virtual networks within the same Azure region.
– Global virtual network peering: Connecting virtual networks across Azure regions.

QUESTION 682
You plan to deploy several Azure virtual machines that will run Windows Server 2019 in a virtual machine scale set by using an Azure Resource Manager template.
You need to ensure that NGINX is available on all the virtual machines after they are deployed.
What should you use?

A.    the New-AzConfigurationAssignment cmdlet
B.    Azure Application Insights
C.    the Publish-AzVMDscConfiguration cmdlet
D.    a Desired State Configuration (DSC) extension

Answer: D
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